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if you have any questions or comments about the enclosed Reports, please do not 
hesitate to contact Sue Lajoie, Director General, Investigations, at 819-994-6329, or Virginia 
Schwartz, Senior Advisor, Investigations, at 819-994-6342. 


Sincerely, 


epee 


Daniel Théfrien 
Commissioner 


Enel. 


c.c.: Mr. Dan Proulx 
Access to Information and Privacy Coordinator 


cc: Ms. Caroline Weber 
Vice President, Corporate Affairs 
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iad ice at 


“under the Privacy Act (the “Act”) against the Canada B 


Summary of Investigation 


OPC” 


) received two complaints 
er Services Agency (the “CBSA”) 
Border Security: Canada's Front 


he” 


The Office of the Privacy Commissioner of Canada {t 


received from the British Columbia Civil Liberties Association (the "BCCLA”) on behalf of an 
individual (the “complainant”) in relation to the filming of the complainant in connection 


with the TV Program. The complainant alleges that the CBSA's participation in the TV 
gram violates sections 4 and 8 of the Act. 


Report”) to the CBSA dated 
set out 


The OPC issued a Preliminary Report of Findings (“Preliminary 
iune 18, 2015, in order to provide the CBSA with derstanding of the facts, to 
our preliminary views and to s eek any additional sntations in relation to this 
complaint. | 


while it has given due 


in response to our Preliminary Report, the CBSA st | 
à, rees: with hev views of this 


consideration to some of the OPC's conc 
Office on several points. However, the C 
strengthen what it deemed at the outset to be a 

rights of individuals. It submitted that it view n: i i 
communicate the rules associated with its ma ndate to both Ca nadiens sand internatio nal 
audiences. 


The OPC recognizes the important work of the CBSA and 
However, after considering submissions from the parti 
na view n hat the CBSA cannot contract out of the at i 11 
bility for any personal information unde at. To o this nd We a 
d that the CBSA has demonstrated that it meets a Teen, of t e 
elation tc its participation i in the TV Program. In partic Har, 4 we is: 
CBSA n meets the requirements of section 8 for the di re 
information to Force Four for the purposes of the Program. Accordingly, w we e find this 
nplaint to be well-founded. 


In light of our finding, we recommend that the CBSA cease its participation in the TV 
Program, and that i in the future, the CBSA undertake a Privacy Impact Assessment (“PIA”) 
before embarking on any significant initiative involving pe rsonal information, which. may 
help to identify privacy risks and propose solutions to eliminate or mitigate these risks t 
acceptable level. The rationale for our findings and recommendations is presented below. 


ne: 
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il. 


ei eine mea a as 


this eos we e reviewed representation: receWed d tom the e Orpplali na ant tand the e BCCLA, the 
CBSA, as well as submissions received from Force Four. Our investigation also entailed a 
visit to the offices of Force Four in Vancouver, British Columbia, during which we viewed 


the raw video footage in relation to the complainant. 


This Report serves to summarize the facts and the representations received from the 
parties, and it presents the findings of our investigation. For ease of reference, this Report 
is presented as follows: a summary of the complaint; the CBSA's initial representations to 
the OPC; representations submitted by Force Four; the OPC's findings and analysis; and our 
final conclusions and recommendations. 


summary of Complaint 


shee on | A Merce ang 20. her thee com urea was s fil med à as span of de TV Progam. 
According to the complaint, the complainant was working at a construction site when a 
number of CBSA officers arrived on site. According to the complainant, he initially hid 
inside the building, but was found by CBSA officers. He was asked several questions by a 
CBSA officer, including his full name, his immigration status, how he came to Canada, how 
long he had lived in Canada, and how long he had been working at the construction site, 
The entire interaction with the CBSA officer was videotaped by Force Four Productions. 


The complainant states that he was later brought to the immigration detention facility for 


processing, at which time he was presented with a consent form and a cursory explanation 


w the CBSA that a was el the e video”. al to the complainant, he signed the 
i ding it, and at no point was he provided a 


thorough eR abon the purpose for which the video footage would be used. 


. The BCCLA submitted that, based on the contractual relationship between the CBSA and 


force Four Productions, the CBSA is an active partner in the TV Program and al lleges that 
the CBSA is violating sections 4 and 8 of the Act. 


The BCCLA further submitted that: 


i. The information being collected at the CBSA’s direction is not directly related to an 
operating program or activity of the CBSA. 


30.1 rue e Victoria, 4" étage i. 30 Victoria S Street, q * Floor 
Gatineau (Québec) KIA 1H3 
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i. The it nder 
contol: of ti the > CBSA a as esas eyil thet terms soft dec contract — -the CBSA h a 
power to review and approve all footage, and no footage can be broadcast without 


ii. The CBSA is disclosing personal information under its control to a third party 
without informed consent. While the complainant signed the consent form, the 
BCCLA alleges that the manner in which the consent is sought is not truly informed 


or voluntary given the circumstances under which it is requested. 


12. TheT n Vi iary of the Vancouver-based 
td. (“Force Four”).* The TV 

g CBSA officers as they perform 
ins. The series is not scripted and the 


April 2011 with a proposal for 
randum on June 7, 2011, and 


13, , 


ei TV VP V Prog gran m “The el ce SA and Forte ei . 


14. The CBSA and Force Four subsequently entered into tt e CBSA Multimedia Agreement with 
Force Four r Productions ss ‘Demo oee use men ‘ther oduction of a full-length 


sement with BS à Media 


og gran m a pre Y mired i in > Canada in a Septem mbe jer 2i son 
i$ Sea on 3 premiered in September 2014, cach season feat tured episo de 
rossings and other locations where the CBSA has an 


a andi is the property of, hor Four. The CBSA s states u at Ti is not; payi seta za participa: ein 
the TV Program, and nor is the CBSA, or any of its employées, receiving monetary 
remuneration. 


ad 


street, 1% Floor 


Sans frais/Toll free 1-800-282-1376 Tél flat: : 19-994-54 www.priv.pe.ca 000011 


The Agreement 


17. For each season of the TV Program, the Agreement sets out the terms and conditions 
under which the CBSA will assist Force Four with respect to the TV Program by authorizing 
access to CBSA pin AR ang a panonna a RRE rien and production 


18. The Agreement provides that Force Four will not film without the permission of the CBSA. 
Specifically, the CBSA will have representatives present at all times while Force Four is 

filming, and Force Four will not film without the permission of the CBSA's designated 

representative. As well, any Force Four employee or contractor involved in the TV Program 


must be accompanied by a CBSA appointed escort on CBSA facilities at all times. 


îi 


19. On CBSA property, all film production cast and crew, including producers and directors 
must contact the CBSA Communications Directorate representative for any and all 
requests, approvals, queries, questions, comments, or other forms of official 
communication or permission. 


20. The Agreement also provides that: 


Force Four must post prominent notices where filming will occur that will notify tl 
public of the nature and purpose of the filming and provide alternatives to thase 
persons who would be individually identifiable. 


li. itis the responsibility of Force Four to seek any consent necessary under the 
Agreement before filming. The CBSA will not be asked to seek permission on behalf 
of Force Four; however, the CBSA will assist Force Four in obtaining signed, orr 

1 


p on-camera, 


camera releases from CBSA personnel who appear recognizab 


ii, e CBSA requ uires Force F Four to > conceal the centy. of any penan featured in n the 


must be poean. in such cases, fore , Four willu use e editing techn niqu ues to conæal 
the person's identity including obscuring an individual's face, distorting their voice 
and removing or blocking out any other Information, film or material that may 
identify them. 


iv. Force Four will provide the CBSA with a viewing of roughly edited but essentially 
final version of the production at a stage when changes can be accommodated 
(rough sr The ee cut must be sent i e ai to A the ați me ESA 


compro mise nat anal secu unity and i/o. r the CBSA’s te ie ctices à and/or or current 
investigations, etc. 


ii RAA RAA A AR RAA NN E ARIPO nnn EURE A D 
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i i 5 es Eds 


vii. Force Four retains ultimate editorial control of the production; however, this does 
not limit the CBSA's right to require certain specified changes to the production. 
viii, Force Four agrees that the recorded materia! will only be used for purposes of the 
TV Program, including promotion, and wil! not be used far any other purpose 
Siteul written permissi on from the CBSA. 


comments to Fo orce fo Our 


ix, Force Four may, on a case-by-case basis, grant permission to the CBSA to use and 
reproduce vision from the camera of the demonstration DVD or video for training 
purposes at no cost to the CBSA. 


x. Force Four is responsible for all expenses related to the production, including pre- 
production and post-production. 


xi. The CBSA grants Force Four the right to € 
personnel and equipment into and o ont 


production. 


will facilitate the production by enat 
ities, archives, records and personnel neces: 
een ofthe production. 


iZ 


ry Appearance 
Wa Vaiver") te to > individi ua als captured o on camera a during. taping Pe 


Release Form (the * 
Program. 
aiver suggests that one of the identified purposes for collecting, using or disclosing 


The W 
perso onal information is for the advertising, promotion and a of the TV Program. 


23. The o Wai iver also provides that it is a legal document waiving the legal rights of the 
individual signing the Waiver. Further, by signing the Walver, the individual expressly 


waives any privacy and confidentiality protections afforded by law, including the Act. 
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26. 


28. 


29. 


30. 


El 


e SLL atit A 


these copies with anyone, and it has since destroyed the copies. Should a requirement 
arise where these are needed, a request will be made to Force Four, where the originals 
are retained. Similarly, the CBSA was also retaining one copy of each final "master cut” 
episode for its own reference purposes, As these are the property of Force Four, they have 
since been destroyed. The CBSA further stated that, should a need arise for the CBSA to 
obtain an episode for a specific purpose, a request would be made to Force Four. 


în addition, Force Four provides a document entitled On Camera Release — CBSA Officers 
(the “Release”). The Release requests the name, address, e-mail address and telephone 
number of the participant, as well as the date. According to the Agreement highlighted 
BSA will assist Force Four in obtaining signed, on-camera Releases from CBSA 


above, the CB 
personnel who appear recognizable on-camera, 
00 Titlul 


eho ee RS 
Ez oe a d 


ion 


In its submissions to the OPC, the CBSA pr ie a Copy c of te “Border eu à T 


, officers must seek the permission of 
the traveller to film the examination by stating, “As you can see cameras are around and 
National Geographic are filming a documentary about us. Do you give permission to have — 
this interview filmed?” If yes, the camera crew proceeds to film from a distance, then 
closer as the exam proceeds. 


The Guidelines provide that, at the outset of an exam 


The Guidelines also state that, if a CBSA officer determines it is better to establish a rapport 
with an individual before introducing the cameras, the crew can “silent film” the exam 


from a distance — meaning that no crew is listening. After approximately 4-5 minutes, the 
officer will then introduce the camera as noted above. 


if an individual provides verbal consent before the examination, but chooses not to sign the 
Waiver, any aired segment of the examination would only depict blurred images of the 
individual. 


The Guidelines state that the camera crew are always visible to the public and there is no 
surprise advance on an individual or an officer. 


a pi E ÿ FA 4 Pi eo eg j E: ES $ og eR os ES E 5: fs PRESSE A f A gri à 5 hos 3 Lg BE ge 
Meee APIA STEMS ee OE O ALIEN 
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authorize the filming of inland enforcement measures, such as removals. Itis intended to 
gate these ri isks. 


identify areas of potential risks and possible options to mitig 


. The document outlines when the disclosure of personal information may be authorized, 
including: 1) if the individual consents to a disclosure; Ja the information a is publicly 
available; or 3) the infc ab] 


33. = to the CBSA, once a story is filmed, there is a review process in place before it is 
, From the raw footage, the production company creates episodes; each episode 
typically c consists o ve individuals stories. Once the p pr oduction company has the “rough 
e CBSA for its review. 


only a active bre á sho tt time parod E days fr 
per the Agreement). At the end of the re 
CBSA. CBSA comments are E complies an i 
then makes . The 
comments thata are aod by it its em 


ployess. A 
to the CB none in the s same e asnon. as the r rou 


‘ isr no a available atat th e 
E es co: m pi 


ut of the aay is ti then pro aovi ided 
: that the e equ uestec d changes 


he CE A A may vask for anii 
val of fe sf tootage. Asa an \ alternative t to O removing ag Force Four can 
suggest edits to eai such footage to address the concerns of the CBS; 


24 


messa, ge d d isseminated to the soubie ic about the CBSA is is accu a te. in addition, this process 
provides the CBSA with the opportunity to ensure that sensitive information that cou ld 
potentially compromise investigations or protected methodologies is not released. 


Bg ae Pape fey i se 
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se Bi # | i aT 


37. According to the CBSA, 
crossin 


prominent notices are posted where filming occurs at border 
gs and alternatives are provided to individuals who do not want to be filmed. 
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38. During the investigation, Force Four confirmed that the following text is posted in English 
and French in areas where filming may occur: 


... a in Progress di 


Agency. 

You will not be identifiable in the series without your permission. If you are in the background 
while others are being filmed, or if you do not agree to be identifiable in the series, your image 
will be altered so you cre not recognizable. 

if you see the crew filming in your area and do not wish to be filmed, please notify a crew 
member and we will accommodate you. If you don't see a camera crew, no filming is taking place. 


ing to the CBSA, individuals captured on camera provide informed consent. First, at 
‘thec outset of an examination, individuals are asked by a CBSA representative if they 
consent to have their examination filmed, and filming only occurs if verbal consent is 
obtained. | BSA Stated vial Ma an n individual anges i his ¢ or r her mi ind: at anyi time m 


the Waiv iver. “Thi a iu notices a are semi ules fil iming occurs sand d sariti a à are 


provided to individuals who do not want to be filmed. 


40. However, the CBSA stated that after an individual has provided the initial verbal consent 
and a story has been filmed, unless written consent is obtained by Force Four, the 
production company must conceal the individual's identity if the story is to be used. This 
means that their face would be blurred and any identifying details would not be included. 
Accordingly, an individual is only seen without à blurred face in an episode if they provide 
both verbal and written consent. This process is provided for by the Agreement. 


41. To this end, the CBSA submitted that the TV Program is strictly based on voluntary 
dl n and wil lr not es individuals wag dette not ee agre reed to o partio pate, 
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Canad?" s a alay: d; prosper. j. According to y the! BN, ‘the 7 Tvi Program re ed £ 
value for money and an innovative way of informing Canadians sand draean awareness 


about the CBSA. 


be some risk in participating in 
nera of the CBSA to 
llar r amount for 


der TV [P Progran m, e specifica oi in re! elation to o privacy ane a the 
be supporting the filming of its acti fi 
Communications su pi expended byt the ( ce BSA fo fo 
$200,000/season, | equires 
headq uarters See in the review anc ie 
“given that the project is not directly linked to 
“risk/reward ratio” for the project is questionable 
N that there are no measurable outcomes that c 
Program. 


45. According to the CBS/ 
a i er it tern al discuss ss io 


th = both h hin ,Canoda a nd around the globe, 
BSA Asc contribution to o keeping C Ca sneda safe an d prosperous, and would 
CBSA officers face and the professionalism with which 


the com} IV March 13,2 2013. A rding to 
d sonate ‘hiding on the second floor of a buildi Y at the co 
the film crew was still in the hallway. The CBSA officer began nt 
n; pilonii nt and then z asked if he would: consen at to o having e, enla 3 


his ee ei oft t he 
tion filmed. u ef 
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of nly, rand that the fine Crew was noth in the. room. nor cor meat: Was s provided de e film 
crew began filming the examination. 
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49. 


Force Fours Înttial Re 


51. 


44 


director approached the complainant away from CBSA officers in an attempt to minimize 
bias. 


The CBSA submitted that at no time was any personal information or customs information 


in relation to the complainant disclosed to the film crew, nor was the crew provided with 
the address of the construction site. The CBSA contended that the complainant was 
provided two opportunities to consent to participate to which he agreed. According to the 
CBSA, translation services were available at both opportunities. 


The CBSA also confirmed that it does not own or hold footage from the filming on March 
13, 2013. It submits that Force Four confirmed that no footage from that day has been or 
will be used in any form. Therefore, the CBSA did not view either a rough cut or a fine cut 
in the context of the March 13, 2013 filming of the complainant. 


The CBSA confirmed in its representations that there was no further filming of inland 


enforcement activities after March 13, 2013. 


Es 


Our Office also received submissions from Force Four during our investigation, and visited 
1 he of ices c ofi Fo rce Four in à Vancouver, | British Columbia, in order to view the raw video 


According to Force Four, no personal information regarding the complainant was disclosed 


to the film crew in advance of filming, either at the briefing on March 12, 2013, or the day 
of the raid at the construction site, March 13, 2013. 


However, Force Four confirmed that at the briefing with the CBSA on March 12, 2013, the 
CBSA disclosed to its crew members that the Inland Enforcement team intended to arrest 
an individual who was being sought on a Canada-wide warrant for working and living 
illegally in Canada. According to Force Four, its crew members saw the subject’s 
photograph, learned his name, his nationality, and that he had been deported twice 


previously. 


54. Asa result of our review of the raw footage, we confirmed that the film crew (an individual 


operating a video camera, and an individual holding a microphone) were following and 
filming the activities of a CBSA officer as he entered the room where the complainant was 
subsequently located, and the entire interaction between the officer and 

the complainant was captured on video before the complainant was advised of the 
purpose of the filming or consent was sought. We note that this contradicts the CBSA's 
representations as to the process it followed to obtain consent in the circumstances. 


a Rep PEE NT A Ei iii ninti ese n 
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„56. Our investigation also confirmed that the W 


aiver presented to the complainant was 
provided in Spanish and signed by the complainant. | 


foregoing: Information relating t í în, colour, „religion, age, 
marital status, education, medical cm re fi neacti 


identifying numbers, fingerprints, blood typ 


59. all be collected by a 


ing program or activity of the 


government institution unless it relates directly to: 
institution”. 


- -subsection na- wit 

outlined in ii es mee of tk the. Act. 
61. Further to paragrap h 3 of this Repar! , WE issued a Prali minary t epo: 4 to the CE: A in june 
2015 in order to set out our preliminary views and to seek additional representations in 
relation to this complaint. 


. in addition to raising general concerns regarding the CBSA's contracti g 
Force Four, + we also mira he CBSA to demonstrate! how the collection of personal 
nformati TV ectl related to the CBSA's pro grams 


on its March 13, 2013 in ntervention « on n the construction il to Force Four, and our 


preliminary concerns wi 


disck osure e ofti the e persane afe rmation n relating în to the e intended subject ati by the CBS, | 
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The CBSA responded to our Preliminary Report in a letter received on September 18, 2015, 
We also note that Force Four provided supplementary representations to this Office in a 
letter received on September 25, 2015. 


The CB 
expressly specifies how the CBSA can facilitate access to customs controlled areas for the 
purpose of filming the CBSA's enforcement operations. The CBSA has jointiy planned with 
Force Four, as memorialized by the Agreement, how the CBSA can assist the production 
company in obtaining material for commercial television programming. 


In representations to our Office, the CBSA stated that, while there is an Agreement 
for the purpose of filming the CBSA's operational activities, it submitted that this does not 
create a partnership or agency relationship between the parties. The CBSA positioned that 
While the CBSA's participation is required, it is a Force Four initiative and is not produced 


on its behalf. 


The CBSA submitted that it is not avoiding or attempting to avoid its obligations under the 
Act by virtue of the Agreement with Force Four. Rather, the CBSA stated that it is meeting 
its obligations under the Act by obtaining the consent of individuals for the disclosure of 
their personal information to Force Four before the production crew can carry on with its 
own commercial activities. This disclosure of personal information occurs by virtue of 
Force Four being present during the examinations and filming them. 


The CBSA further positioned that the Agreement negotiated with Force Four permits access 
to customs controlled areas and to film in conditions that do not interfere with the 
management of border operations; any personal information captured by Force Four is 


liable to the privacy obligations imposed on Force Four by private sector privacy legislation. 


OP's 


While the Act itself is silent on this issue, we are of the view that, as a matter of principle, 
federal institutions cannot contract out of the application of the Act. In our opinion, the 
spirit and intent of the Act would be completely thwarted should federal government 
institutions have the a uthority to enter into agreements to facilitate the engagement o f 
activities for which the institution itself may not be authorized. Furthermore, such a broad 


position could ultimately open the door to any federal institution to use personal 
information for various purposes, even if removed from its core mandate. 


ie repair A e 


30, rue Victoria, 1“ étage | 30V 
Gatineau (Québec) KIA 1H3 


- Sans frais/Toll free 1-800-282-1376 Tél./Tel: 819-994-5444 Téléc./Fax: 819-994-5424 www.priv.pe.ca 000020 


. According to the CBSA, its officers collect perso 
enforcement powers granted under 'egisi; lative ty af di in n accordance v with h nthe A Act. 


the results cla a su ek comm 


CBSA - Released u oe ou 


aea. to > fulfil thi its mandate Le e. oa ro immigration PRET 


Collection anil Disclosure 


Our investigation examined whether the CBSA is collecting or disclosing perso m 
information as a result of its involvement in the TV Program through f 
by Force Four — either at the time of filming, or through the CBSA's ight tc to review v episode: 


before they are finalized. 


y ation i in the context of their 


submitted that its interactions with the comp 
Four was present to film or not; therefore, f mi 
does not amount toa separate colle ction of: 


mation by Force Four at the a 
‘the CBSA, andi is carried o oi 


time of filming is entirely distinct from the pi 
pursuant to Force Four's own activities. The ( 
liable for the personal information collected in th 


under private sector privacy legislation. 


With respect to its review of the rough cuts of the TV Program specifica! 
a goin Ng so O fall: s i within her reasonal able realm of valid € 


is a leg gitimate communication , activity anda an innovative p 
informed of border operations, particularly when public à ter 
of its sue Wate see that this ir innovative n means a ofc communication is akin | 


a suchi as the aa dirt ar 


issioned by Shaw Medi 
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” and “educational”. 


n CBSA was collecting perso nal 
information i in the c context toti its enforcement activities in the circumstances of this 
complaint. Wh rma ation it needs to locate and id tently 
individuals that n may jal lege D bei in n Canada a ilegali Ys or collects personal information from 
individuals at secondary inspection i does so under its legislative 


30,1 rue e Victor: ia, „de étage | 30 Victoria Street, 1° Floor 
Gatine ac) KIA IHG 


F 


si 44 Téléc./Fax: 816-904-5474 į WWW. PTIVEC. Ca 000021 


mation Act 
ASFC - Divu gear vertu de la ei ur l'Accès à l'infori 


mation 


authority (immigration and Refugee Protection Act (IRPA), Customs Act). In this context, 
such a ile of personal information would relate to an operating program or activity 
of the CBSA for the purposes of section 4 of the Act. 


75. With respect to the complainant, our investigation confirmed that, on March 13, 2013, the 
CBSA entered a construction site to enforce its powers under the IRPA. While the 
complainant was not the primary target of the CBSA, he was nonetheless examined by the 


CBSA and taken to a detention centre for processing. 


76. The information collected by the CBSA during the examination of the complainant — in this 
case, confirming his identity (his full name, his immigration status, how he came to Canada, 
how long he had lived in Canada, and how long he had been working at the construction 
site) — is persona! information pursuant to section 3 of the Act. We are satisfied that the 
collection of the complainant's personal information by the CBSA in order to carry out its 

- enforcement mandate is related directly to the CBSA's operating activities and therefore 
meets the requirements of section 4 of the Act. 


77. Given the CBSA's role in providing the necessary conditions for filming to take place by 
Force Four for the purposes of the Program, there are indeed some indices that suggest 


that the CBSA has substantial control over the collection of personal information by Force 
Four and may be involved itself in collection for the purposes of the Program. 


gram is not only facilitated by the CBSA, but it cannot 


78. For instance, filming of the TV rai 
occur r without the CBSA's permission. As swi under the A Ag greement, the CBSA A controis the 


Eorce | Four t to bei eph pee present to o ia a d filming ahve occurs s because the CBSA Abal 
organized and facilitated the means for such collection under the Agreement, be it at a 
land border crossing, an airport, or in the conduct of immigration enforcement activities. 
Moreover, while film footage may be the property of Force Four, the CBSA nevertheless 
maintains control over such footage by not only having contra! of when and how footage is 
collected, but through its right to review, comment and approve the footage, to obtain an 
episode upon request, and to use and reproduce the demonstration DVD or video for 
training purposes. 


79. However, the question of whether the CBSA can be said to be participating în the collection ` 
of personal information for the purposes of the Program is not determinative of our finding 
in this case. In our view, the CBSA is first collecting personal information in the context of 

its enforcement activitles and thereby has a responsibility under the Act for any 

subsequent disclosure of the information that is collected for, or gen erated by, such 
activities. 


80. Following our investigation, we are of the view that there is a real-time Gisele Stat re of 
persona! information by the CBSA to Force Four for the purpose of filming the TV Program. 


se 
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which i ved, be a use consistent qu me pure pose, or for one of the enumera 
circu mstances under subsection 8(2). 


81 [In our view, none of the exceptions under subsection 8(2) of the Act would al 
circumstances. Therefore, our investigation examined whether the CBSA obtained the 
valid consent of the complainant in order to disclose his personal information to Force Four 
for the purposes of the TV Program. 


ted that it recognizes that consent 


f tthe ey in € order t to 


in its initial representations to this Of 
must be obtained from individuals film med i fo 
disclose their personal information, and | nee 
the Act and section 107 of the Customs Act. 


The CBSA submitted that its Guidelines clearly : 
either explicitly or implicitly, that the 
immediately if it has begun, or will no 

set aside in the secondary screening a area for 
provided consent to be filmed during their 
off limits to Force Four to allow for the p pr ) 
filmed. 


At any time prior to or during filming a traveller can req) : mi 
stated that its Guidelines further require that officers re T mpiete eri over sr thelr 
examinations; therefore they can stop filming at any time if it is deemed that the traveller's 
frame of mind does not lend itself to understanding and freely consenting to the purpose 


of the filming. 


he Waiver is available in multiple languages and is administered by For rce Fou r 
As aa , Force Four bears the risk of using the individual's image based on the signed 


In response to the preliminary views of this Office, the CBSA stated that it has noted the 
concerns raised by this Office and intends to go forward by strengthening and | monitoring 
the consent process in order to ensure valid and meaningful consent is given, and to assure 
adherence with its processes. In addition, the CBSA submitted that it will also ensure that 
the process for withdrawal of consent is made even clearer in the future. 
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OPC's Findings 


28. 


Despite the measures outlined by the CBSA in its representations to this Office, we are of 
the view that, in large part due to the context in which filming occurs, individuals are not 
providing full and informed consent to the disclosure of their personal information, as 


would be required by the Act. 


For the purposes of section 8 of the Act, consent must be meaningful and requires 
individuals to understand what they are consenting to. Consent must also be provided 
freely, absent from constraint, and as such, the circumstances in which consent is sought to 
be obtained are relevant, As well, the purpose(s) for which the personal informatian would 
be disclosed would generally have to be identified at or before the time oi și the disclosure, 


To this end, our Office questioned whether such consent is given freely, and whether 

viduals who are the subject of an interaction with the CBSA are in the best frame of 
mind to provide valid consent. For instance, Individuals from countries with different legal 
systems may feel that they have to comply with uniformed individuals and have no choice 
but to sign documents presented to them. Moreover, individuals being detained or facing 
the prospect of deportation may not be in the best frame of mind to provide informed and 
free consent. 


As well, certain provisions of the Waiver purport to allow filmed individuals to waive their 
rights under the Act. There was no evidence that individuals signing the Waiver are made 
fully aware of the significance of waiving their rights under the Act, or that they have been 
given an opportunity to seek independent legal advice prior to signing the Waiver. For 
these reasons, we found that signing the Waiver did not demonstrate that an individual 


captured on film truly understood what they are consenting to in the circumstances. 


Furthermore, the Guidelines allow the crew to “silent film” the examination from a 
distan nce in cases s where: an oficer r determines that it 5 better rto er a ra ppan rt with 


consent tHe: the lose A of such footie. : 


With respect to the complainant, the CBSA stated that when the complainant was 


- discovered on the second floor of the building at the construction site, the film crew 


remained in the hallway. Following the initial questioning by the CBSA officer, the 
sa agale nt was ai asked if fhe v would consent to silita the examination i a Le 


that the fima crew was noti in ther room, ony afier: consent: Was s provided à did ii fime crew 
begin its filming of the examination. 


Upon viewing the raw footage in this case, our Office confirmed that the entire interaction 
between the CBSA officer and the complainant was captured on video before the 
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95. In the context of this complaint, we note that a num! 
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94. In our view, there are many factors, including duress, that impact the validity of consent. 


Valid consent under the Act requires that consent be given freely, on a voluntary basis, with 
an appreciation of the consequences for doing so. There are a number of useful factors 


that are relevant to assessing whether consent under the Act is valid in any given case: 


ii. the sensitivity of the information at issue; 


iii. the reasonable expectations of the in dj 


iv. whether the subsequent purpose! 
used or disclosed has been properi y ex 


of the above facts point to 
individuals not being able to provide valid conse e use or disclosure Şi thear 


personal | information | in Spoleto da à A Pp 


354 well, di i nature of f being 
detained J byti the CBSA, individuals pon are detained may not have a clear frame of mind to 
provide truly voluntary c 


96. This is echoed by our colleagues at British Columbia's Office of the Information and Privacy 


Commissioner E as aie ue its ie e a a complaint against the v Vancouver Police 


persons under arrest before broadcasting their iden 
Serve and Protect”. In my opinion, persons under arrest 
give informed and voluntary consent to the disclosure of ider when t 
under great stress and when they may be incapacitate c or intoxicated. 1 Tel presence ea police 
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and ride-along camera crews eliminates any possibility that informed and voluntary consent 
can be given by the persons shown in the videotapes”. ‘ 


Following our review, we are not satisfied that, in the circumstances of this complaint, the 
CBSA obtained the valid consent of the complainant for the disclosure of his personal 


_ information in connection with the filming of his examination, as required by section 8 of 


the Act. 


INsclosure in Advance af t ilming 


Our investigation also examined whether the CBSA disclosed any of the complainant's 
personal information obtained by the CBSA for operational reasons to Force Four in 
advance of filming. 


The CBSA and Force Four both submitted that no personal information regarding the 
complainant was disclosed to the Force Four film crew in advance of filming, either on 
March 12, 2013, or on the day of the raid at the construction site, March 13, 2013. 


Based on the representations received, as well as our viewing of the raw footage in relation 
to the filming of the complainant, we are satisfied that no personal information in relation 
to the complainant specifically was disclosed to the Force Four crew in advance of filming. 


However, Force Four submitted to our Office that some personal information relating to 
the intended subject sought by the CBSA on March 13, 2013 was disclosed by the CBSA to 
the Force Four crew members. Such personal information included the subject’s name and 
nationality, a photograph of the subject, that the intended subject was being sought on a 
Canada-wide warrant for working and living illegally in Canada, and that he had been 
deported twice previously — information which Force Four was then able to connect with a 
specific individual upon entering the location where filming occurred. 


in its representations, the CBSA confirmed that it did in fact share specific personal 
information about this individual with the Force Four crew members prior to the raid on 
the construction site on March 13, 2013. However, the CBSA stated that information 
spans to the ingividual s criminal eee si CONVICTIONS \ were ai in the 


view, n Supports that T a in erelationa to the individuals was sin the public. 
domain — specifically, a Global News article dated March 17, 2013, and a National Post 
article dated March 22, 2013. The CBSA argued that the individuals personal information 
was available in the public domain, and therefore, that no privacy breach occurred, 
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. ina letter recelved on September 25, 2015, Force Fo ur provided supplementary a 
representations to our Office with respect to the specific information that was shared by 
the CBSA's Inland Enforcement Team with its production crew on March 12, 2013. 


105. Force Four clarified that its production crew was informed that the subject of the operation 
was being sought on a Canada-wide warrant for serious criminality. The fact that the 
individual was the subject of a criminal warrant was the basis under which its crew was 
permitted to film the op eration. 1 ith eke 

unrestricted e d acce Ss to o the brel fin 


ve crew AAN were enot ape wi 


-infomation n regarding the individ ‘als s crimin ty and the ta ctical tok ns for the 


aperatlon - 
operation. 


ided with any 
nigration wa rants, 


Further, Force Four confirmed that its crew members were never 
informati lon regarding individuais Sodas 
nor were its crew members gi sgi ST 


the subject of thet nland me co operation on rch 13, 2013. 


OPC's Findings 


108. F ollowing our review of both the CBSA's and Force Four's representations, we are of the 
view that the e personal information pertaining to the intended subject that was being 


CBSA on March 13, 2013, was disclosed contrary to section 8 of the Act. 


presented n no o evidence to suppor its argument that all of de s pedik le ‘ft 
bove was es available on March 12, 2013, i in advance of the tald. tr fact, the 
i wh the March 13, 2013 raid, an nd do not, 
in question to Force Four. 


in mia view, v, justify the CBSA’s disclosure of the information 


110 : inour View, this individual's personal information was in the CBSA's records, and under the 
CBSA's control, and thus can only be disclosed with the individuals consent or in 
accordance Bt 
the Act E 


2) of 


with one of the permissible disclosure provisions found in subsection 81 
. Consequently, we are not satisfied that this disclosure of the intended subject's 
personal information to Force Four was permitted under section 8 of the Act. 


111. Asfor the complainant, we are satisfied that no personal information in relation to the 
complainant was disclosed to the Force Four crew in advance of filming in the context of 
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the events of March 13, 2013. We also note that the footage from the events of March 13, 
2013 was never aired for the purposes of the TV Program, and based on the CBSA's 
representations, there was no further filming of inland enforcement activities after March 


2. The Agreement between the CBSA and Force Four requires Force Four to conceal the 


identity of any individual who is identifiable, but who has not provided written consent to 
the use of their image and voice. The CBSA submitted that Force Four uses blurring 
techniques that are consistent with television industry standards, which fall under private 
sector Privacy law. This means that Force Four could proceed to air footage based solely on 
verbal consent even where written consent has not been obtained. 


Based on our analysis of the facial blurring method used in the TV Program, we raised 


several concerns to the CBSA in our Preliminary Report regarding its overall effectiveness. 
ost often used in the show is weak, and 


In a rticular, we e una d that the tre atment level. r 


Following our review of several video sequences from the TV Program, we noted that the 
sequences depict more than just people — background and contextual information is often 
visible in the videos, For example, even where individuals had their faces blurred, other 

contextual details were plainly captured by Force Four's cameras, including individuals 
other than the subject, with blurred or untreated faces, clothing, voices, vehici es, pets and 


luggage. Some of this contextual! information, in our view, raises a serious possibility that 


individuals could be identified by viewers of the TV Program. 


We also considered a number of criteria when viewing the video sequences and still 
images. În addition to an assessment of whether the person would be recognizable, we 
also considered what information can be determined from the images, such as gender, age 
range, skin colour, hair colour, hair style, presence of glasses, facial hair, and style of 
clothing. Some of our r observations included the following: 


i. there is a high likelihood that someone who knows the person appearing in the 
video would be able to recognize them even with the blurring; 


ii. facial and hair features are often visible despite the blurring — this includes the 
presence of facial hair, glasses, headwear, etc.; 


ii. the level of face blurring is not consistent, with notably higher levels of blurring used 
in at least two of the sequences viewed; 


30, rue dicton, ro étape: E 304 Victoria Street, y i Floor. 
Gatineau (Québec) KIA 1H3 


Sans frais/Toll free 1-800-282-1376 Tél./Tel: 819-994-5444 Téléc./Fax: 819-994-5424 


Www. pringe ca 000028 


iv. itis often not clear if the voice recordings are treated at all, and it appears | hatz 


v. many secondary characteristics are often visible, including body movements 
clothing, luggage, etc. 


116. Finally, we also raised concerns to the CBSA that the Agreement provides Force foi 
the di iscr ation to determine whether or not an episode will be aired i in cases waste an 
individual does not provide their written consent to participate in the TV Program, or 
where : an n individual a consent. y While the C CBSA ui res the e individ uals pra 


Pogram m, ti the ore ais = still 3 cpr Sa ae ace 
and has not provided writ 


id, the CBSA A has failed to  demonst at 
information of those individuals who have no > of their image 
and voice for the purposes of the TV Program is done in a manner consistent with section 8 


in il w ip 
in relation t to thet co complain: inan At. 


of principle, it is our view that federal government i institutions cannt t co 
heir obligations under the Act. Based on the Agreement be the CI 
le the CBSA A olt i access to customs controle 


ensure à that it it meets sie s obligationis u u nder the Act fora any s su en que ent 6 dist 
information. 


121. Following our review, we are satisfied that the collection of th 
information by the CBSA in order to carry out its enforcement mandate we ed d directly 


to the CBSA's operating activities and therefore meets th à require Y ents of section 4 of the 
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| WI me indices to suggest that the CBSA may be involved in collection 
for die | purpose of the TV program, it is our view that it is not required to answer this 
| question given our conclusions on the application of section 8 of the Act in this case. 


122. aia hat the CBSA pemi” Force Four to access customs controlled areas for the 


aa. va alid c consent lor cia diselosure of his p personal al information t to force ct k in 
connection with the filming of his examination, as required by section 8 of the Act. 


123. We also find that the CBSA disclosed without authorization the personal information 
relating to the intended subject sought on its March 13, 2013 intervention on the 
construction site. The CBSA has not demonstrated how such a disclosure of personal 
information to Force Four is permitted under section 8 of the Act. 


124. it is also our view that many factors influence the validity of consent in the circumstances. 
Given the context in which consent is sought, and the current processes under the 
Agreement with Force Four, we find the consent process problematic and certainly invalid 
in the circumstances of this complaint. 


125. Moreover, despite the blurring technique used in the TV Program, we are of the view that 
there is a serious possibility that an individual whose face has been blurred and has not 
provided w written c conse nt ecoul be dle y: a vieri ai me TV ioe Co rt 
we fi Fii ra gfi ‚m these 
individu als for tt the. purposes a cofa sectlon F Soft the Act. 


126. Based on the above, we have determined that the complaint is well-founded. 


Other 


We take this opportunity to highlight that the CBSA did not conduct a Privacy Impact 
Assessment (PIA) in relation to the TV Program. A PIA is a formal process that helps 
erir ine e whether i initiatives ie the use of det ign information raise Tran risks; 


privacy y risks to an accep ptable level. 


128. In representations to our Office, the CBSA submitted that a PIA was not conducted as the 
Border Security series is not a new program or activity created by the CBSA, nor does the 
project require a change to the collection or administrative use of information by the CBSA. 
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ini itiative o on an gi vid als $ privacy, „and represents: a cor zi e component of an institut 

DrIVaC npliance framework. The consequences of poor pri me enr can 1have a 

l profound : d impact on Canadians, p particularly in the cont í given the 
potential consequences for the individuals filmed. PlAs are 


management and help to ensure that privacy issues of public concerr 


mitigated, ensure accountability for the use of personal information, and provide 
transparency to Canadians about how their personal information is treated Wien: inthe 
hands of government, 


130. Overall, we are not satisfied that the CBSA has dem y s the 
requirements c of the Act in relation to its p parti . In particular, we 


1 18: fort t he di sclosure € of 


pur) Ed ae Program, 2 giv £ GAL 
processes under the Agreeme nt y twi th Force Fe 


Based on the above, we therefore recommend that the CBSA cease its participation in the 
TV Program. 


privacy risks and propose solutions to eliminate or mitigate these risks to an acceptable 


level, 


¿Otmiments 


4 ile we recognize th at the CBS A's particip ination in the AF LS on rare pus sages de 
rm for the public to be informed of border opera 
stion o of f whether there is a public interest to be served by a g 
elev ts operational activities. We do not decide ont his ds er here: ie JWEV 

ta ake this o bou ity to remind government institutions that privacy protection m 
core consideration în the initial development and administration of these types of 
initiatives in order to protect the personal information of those individuals that may 
participate, in line with the spirit, intent and requirements of the Act. 
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134. We hope that the objective factors outlined in this Report provide some assistance to both 
the CBSA and other federal institutions in determining whether they are effectively 
obtaining valid consent under the Act. 


Canadians value their privacy and the protection of their personal information. They 
expect government institutions to respect the spirit and requirements of the Act — this is an 
essential element in maintaining public trust in government, 


| 
| 
| 


136. The Supreme Court of Canada has characterized the Act as “quasi-constitutional" because 
of the role privacy plays in the preservation of a free and democratic society. Privacy 
protection in this sense means limiting government interventions into the private lives of 
Canadians to lawful and necessary purposes. It also means that government is to ensure a 
high standa rd of care for personal information under the control of government 
institutions. | 


Moreover, the central and guiding objective for our Office in establishing our privacy 
priorities is to increase the control Canadians have over their personal information. This 
vision is supported by recognizing the privacy rights of individuals and supporting those 
rights through the effective and consistent application of the principles of the code of fair 
information practices embodied in the Act and the Privacy Regulations, 


> Treasury 8 Board ote anada Secretariat: Policy on Privacy Protection - Vip [soma besa pc.ca/nol/doc- 


30, rue Victoria, 1° bage 4 30 Victoria Street, 1” Floor 
Gatineau (Quebec) KIA 1H3 


Sans frais/Toil free 1-800-282-1376 Tel./Tel: 819-994-5444 Téléc. /Fax: 819-994-5424 www.priv.gc.ca 000032 


CBSA - Released under the Access to Information Act 

ASFC - Divulgation en vertu de la loi sur l'Accès à FUMER 
i 
$ 


y Commissioner 
naca 


File: PA-033191 


Investigation into the personal information handling practices of the Canada 


Border Services Agency (CBSA) in respect of its participation in a television series 


order Security: Canada’s Front Line”. 


E 


entitled, “| 


ax: 819-994-5424 www.priv.gc.ca 000033 


ERE 


iNT ARANA HORS SAR ae 
NEATINS acide dase oda aa amine a Dr ent oe EX SRE Ne SCD ER vea AS NS 
"s REPRESENTATIONS 

* a A 4 oe FES. i FEN asta once de SIR cree cee ce See eee ee eee ee ele ee ee ee ef ee ee ee eee ee ee ee ee eee eee RD RUN E 


ee Se ee eS ee ee ee ee eS ee ee ee ee ee ee ST eee ee ee eS CPT TS CeCe Tee Le oe Cee Lo Sehr AR SE SR ee a ee ee 


xa + 


e De Me de SR D MO D CM AM AS e BPP ARALAR SAA 4 


RARA A Aa 30 


CREE REVERS AE EEE ECM HE a a a e a ER RE TE PE AS “sil 


ERRADA EERE REAR RE RENÉE KS EERE EASES ERE ERE REE TASS ARGS ERS EERE SSE E ED ERR ERE 


E 


4) The Agreerne: 
2) Collection and Disclosure iii 
} 


PSE SAM SEER DE OD 


BSS ESE OEE SRN SER SET OE EER OEE REET RET SS ES CI FREY RT HOS 


È N ASI ae TERT ON gi tc A Si RA Ne 1 | 


ERR REAR SES RRR RAN HERE RAD RR RI RA RI DR AA HERR ORE ALTII DAI C RI ERATED LATE LES ASAN ELSE LE E Ea EEE EE ERE EERE E ENEE 20 


PERERA EAS ELE RACER ERRRIR 21 


RARES ES ABRA ERA RES LENS RARA RR 


CUBRIR AA RARE Se ES VREI RD ee Te ee 


CBSA - Released under the Access to Information Act 
ASFC - Divulgation en vertu de la loi sur Acces à l'information 


000034 


1. The Office of the Privacy Commissioner of Canada {the “OPC"} received two com plaints 
under the Privacy Act (the “Act”) against the Canada Border Services Agency (the “CBSA”) 
regarding its pani paron in a television series entitled “Border Security: Canada’s Front 


Line” {the “TV 


2. This Report of Findings (the “Report”) addresses one of those complaints, which was 
received from an individual (the “complainant”) in relation to the filming of the 
complainant as part of the TV Program. The compiainant á lleges that the CBSA's 


participation in the TV Program violates sections 4 and 8 of the Act. 


Fin ngs (rel 
june 1e 2015, i „În ee to o provide t the CBSA with our un 
our preliminary views and to seek any additional 
complaint. 


inary Report") to the CBSA dated 
de eens of th e e aas to set out 


4. In response to our Preliminary Report, the CBSA 
consideration to the OPC's concerns, it respec 
on several points. However, the CBSA stal n 
what it deemed at the outset to be a solid proce 
sil duals- it submitted that it views sihe] n 


| its front-line employees. 
d à the pipa we are of 


However, after considering submissions from the part 
the view that the CBSA cannot contract out of the a 
a responsibility for any personal information under its c 
satisfied that the CBSA has demonstrated that it meet 
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he require ements soft the A ae in 
ar e we are not sale ied that the 


# on to Force Fou ur r for thel purposes ofthe Progra 
be well-founded. 


Br m, a dertakes a a Privacy impact A Assessmei T 
before tiara on any o et initiati ive e involving personal informati on, whit 
help to identify privacy risks and propose solutions to eliminate or mitigate these risks t 
acceptable level. The rationale for our findings and recommendations is presented below. 
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Our investigation examined the circumstances surrounding the filming of the complainant 
in the context of the TV Program, as well as issues affecting the Program more broadly. To 
this end, we reviewed representations received from the complainant, the CBSA, as well as 
submissions received from Force Four. Our investigation also entailed a visit to the offices 
of Force Four in Vancouver, British Columbia, during which we viewed the raw video 
footage in relation to the complainant. 


2. 


This Report serves to summarize the facts and the representations received from the 
parties, and it presents the findings of our investigation. For ease of reference, this Report 
is presented as follows: a summary of the complaint; the CBSA's initial representations to 
the OPC; representations submitted by Force Four; the OPC's findings and analysis; and our 
final conclusions and recommendations. 


Summary of Complaint 


9. The complainant’s allegations stem from circumstances surrounding an incident at a land 
border crossing on. The complainant submits that, after being requested 
to proceed to secondary screening, he was informed by a CBSA employee that he may 
appear in the background footage of a documentary being recorded by the National 
Geographic during the CBSA’s questioning of the individual in line before him. When asked 
if they could proceed, the complainant submits that he did not object to the filming. 


10. However, the complainant alleges that the film crew then continued to film his interactions 
with CBSA officials during questioning, and that this footage aired with very damaging 
information. The complainant submits that at no time following the initial mention by the 
CBSA employee that he may appear in the background footage was any further consent 
sought or explanation provided regarding the purpose of the filming. He further submits 
that, only after questioning, and under duress, was a waiver presented to him, which he 
signed in desperation. He states that no other information was provided post-filming, and 
he was never contacted prior to the episode being aired. 


11. Based on the concerns raised in the complaint, our Office examined whether the CBSA in 
the context of its participation in the TV Program is meeting the requirements under 
sections 4 and & of the Act. 
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ding to the CBSA, it was approached by Force Four in April 2011 wit 


the TV Program. The CBSA and Force Four signed a memorandum on June 7, 2011, and 
entered into negotiations regarding the TV Program. 


14. 


15. The TV Program episodes are aired on the Na i J hic Cha nnel? Season 1 of the 
TV Program premiered in Canada in Septembe r 2 n 2 premiered in August 2013; 
and Season 3 premiered in Septem ber 2014. E featured episodes filmed at 
border crossings and other locations when re t an operational presence across 


the country. 


16. According to the CBSA, the series is produced, owned and financed by BST 2 Media inc. All 
editorial control rests with Force Four, and all film footage and associated material is held 
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Far each season of the TV Program, the Agreement sets out the terms and conditions 
under which the CBSA will assist Force Four with respect to the TV Program by authorizing 
access to CBSA facilities, offices and personnel, by providing technical and prod uction 


assistance and by authorizing the use of the CBSA's name and insignia. 


x. 


18. The Agreement provides that Force Four will not film without the permission of the CBSA, 
Specifically, the CBSA will have representatives present at all times while Force Four is 


filming, and Force Four will not film without the permission of the CBSA's designated 


Force Four entertainment: AUTI pare, 
Bipd/wevnatgeotv comical border -security/about 
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representative, As well, any Force Four employee or contractor involved în the TV Program 
must be accompanied by a CBSA appointed escort on CBSA facilities at all times. 


19. On CBSA property, all film production cast and crew, including producers and directors 
must contact the CBSA Communications Directorate representative for any and ail 
requests, approvals, queries, questions, comments, or other forms of official 
communication or permission. 


20. The Agreement also provides that: 


i. Force Four must post prominent notices where filming will occur that will notify the 
public of the nature and purpose of the filming and provide alternatives to those 
persons who would be individually identifiable. 


ii. R is the responsibility of Force Four to seek any consent necessary under the 
Agreement before filming. The CBSA will not be asked to seek permission on behalf 
of Force Four; however, the CBSA will assist Force Four in obtaining signed, on- 
camera releases from CBSA personnel who appear recognizable on-camera. 


ii 


production that has not consented, or if the law dictates that a person's identity 
must be protected. In such cases, Force Four will use editing techniques to conceal 


the person's identity including obscuring an individual's face, distorting their voice 
and removing or blocking out any other information, film or material that may 
identify them. 


iv. Force Four will provide the CBSA with a viewing of roughly edited but essentially 
final version of the production at a stage when changes can be accommodated 
(“rough cut”). The rough cut must be sent electronically to the CBSA. The CBSA 
must provide comments to Force Four about the rough cut within 7 business days, 


v. The CBSA may require the removal of footage that may infringe the law or 


investigations, etc. 

vi. The CBSA will be provided with a viewing of the final version of the production 
(“fine cut”) — the fine cut will include all final editing. The CBSA must provide its 
comments to Force Four within 5 business days. 


vil. Force Four retains ultimate editorial control of the production; however, this does 
not limit the CBSA’s right to require certain specified changes to the production. 
Force Four agrees thal the recorded material will only be used for purposes of the 


TV Program, including promotion, and will not be used for any other purpose 
without written permission from the CBSA. 


nana 
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i SI at no o cost to the CBSA. 


x. Force Four is responsible for all expenses related to the production, — pre- 
production and post-production. 


The CBSA grants Force Four the right to enter upon, photograph, record, and bring 


personnel and equipment into and onto its facilities for the purpose of the 
Cc 


= 
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completion of the production. 


Xi. The parties agree that the agreement will 
an agency relationship, or any form of bindin; 


Release Form 


21. The CBSA confirmed that Force Four provides a docurr 
Release Form (the “Waiver’) to individuals captured oi 


The Waiver suggests that one of the identified pes 5 | e r ce ee ; ci ing, using orc isclosing 
personal information is for the advertising, promotion a 3 TV Program. 


23. The Waiver also provides that it is a legal document waivi 
individual signing the Waiver. Further, by signing the Waiver, the (press 
waives any privacy and confidentiality protections afforded i byte i w, . the Act, 


24. The CBSA confirmed that it had locally retained copies of the Waiver forms d during ft the 
luction and immediate post-production phase of the project in order for it to verify 
hat written consent had been obtained by Force Four as required under the Agreement. 
CBSA stated that it was not required to retain the! Waivers, it neither used n nor urea. 

| e Should a m nent 


these copies with anyone, and it has since destroyed ti a 

arise where these are needed, a request will be made to Fo 

„are retained. Similarly, the CBSA was also retaining one copy of sach final “mas t ‘ 
episode for its own reference purposes. As these are the property of Force Four, they have 
since been destroyed. The CBSA further stated that, should a need arise for the CBSA to 
obtain an episode for a specific purpose, a request would be made to Force Four. 


addition, Force Four tn a document enut a da = ar mera Release — CBSA Officers 
mail address and telephone 


{the “Release”). The 


treet, qe Floor 
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number of the participant, as well as the date. According to the Agreement highlighted 
above, the CBSA will assist Force Four in obtaining signed, on-camera Releases from CBSA 


personnel who appear recognizable on-camera. 


26. in îts submissions to the OPC, the CBSA provided a copy of the “Border Security Television 
Series: Filming Guidelines” (the “Guidelines”), outlining the conditions under which filming 


may occur, 


27. The Guidelines provide that, at the outset of an exam, officers must seek the permission of 
the traveller to film the examination by stating, “As you can see cameras are around and 
National Geographic are filming a documentary about us. Do you give permission to have 
this interview filmed?” if yes, the camera crew proceeds to film from a distance, then 
closer as the exam proceeds. 


28. The Guidelines also state that, ifa CBSA officer determines it is better to establish a rapport 
with an individual before introducing the cameras, the crew can “silent film” the exam 
a distance — meaning that no crew is listening. After approximately 4-5 minutes, the 


stick will then introduce the camera as noted above. 


29. Ifan individual provides verbal consent before the examination, but chooses not to sign the 
Waiver, any aired segment of the examination would only depict blurred images of the 


individual. 
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31. The CBSA also provided a copy of a document entitled, “Filming inland E nforcement 
Activities” which provides general guidance and assistance to the CBSA should it decide to 
authorize the filming of în land enforcement measures, such as removals. It is intended to 

identify areas of potential risks and possible options to mitigate these risks. 


ment outlines when the disclosure of personal information may be authorized, 
including: 1) if the individual consents to the disclosure; 2) the information is publicly 
_ available; or 3) the information is not about an identifiable individual. 


32. The docurn 
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then: m La any necessary y changes The CBSA A confirme edi thatit it | saves sal feed Jack and 
comments that are produced by its employees. A fine cut of the episode is then pr ovided 
to the CBSA, in the same fashion as the rough cut, to ensure that the requested changes 
this version. 
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r ae footage, Force Four can 
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ı legitimate government activity 
tation, and ensure that any 
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The CBSA submitted that the oe review | 
and a ous met CBSA to monitor ii its | mage, D 


Signage / Notices 


According to the CBSA, prominent notices are posted where film 


ing occurs at border 
crossings and alternatives are provided to individuals who do not want to be filmed, 


*** Filming in Progress *** 
Notice of Filming and Consent to ) Participate 


Please be advised that BST Media Inc. is filming scenes and background material in this area, , for 


use in a television documentary series about border security and the Canada Border Sen ces 
Agency. 


You will not be identifiable in the series without your permission. If you are in the background 
while others are being filmed, ar if you do not agree to be identifiable in the series, your image 


will be altered so you are not recognizable. 
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if you see the crew filming in your area and do not wish to be filmed, please notify a crew 


member and we will accommodate you. if you don't see a camera crew, no filming is taking place. 


ling to the CBSA, individuals captured on camera provide informed consent. First, at 


. Accordin 


the outset of an examination, individuals are asked by a CBSA representative if they 

consent to have (aire exa Aaminanon timed, and 3 Fring onya! occurs if verbal consent is 
ha t any time during 

rise filn ming al ston. cid. at the ml af the ao the Ala im crew director 

from Force Four obtains the ' written c consent a the individ ual ae req mr that o sigr n 

the Waiver. Third, promir 

provided to individuals whe do not: wa ant to Le fa” 


However, the CBSA stated that after an individual has provided the initial verbal consent 
and a story has been filmed, unless written consent is obtained by Force Four, the 
production company must conceal the individual's identity if the story isto be used. This 


means 5 that their face would be ol ee and any enting d detalls ia not tbe included. 


CBSA submitted that the TV Program is strictly based on voluntary 

pa articipatlan ae will not identify individuals who have not directly agreed to participate. 
The individuals examined provide informed consent to participate in the documentary 
series, which allows for the disclosure of personal information and which is in conformity 


with the law. 


data i to the ee Minister rof Public i Safety, on n the TV I Program. and d sought a a deds sion on 
the continued involvement of the CBSA for a third season. 


The BN highlighted that the TV Poem {seasons 1 and 2} cădea expectations, offering 
a low-cost and effective means to demonstrate the daily efforts of the CBSA to ne 
Canada's safety and prosperity. According to the BN, the TV Pr 3 

value for money and an innovative way of informing Canadians and raising awareness 
about the CBSA. 


However, the BN also highlighted that there continues to be some risk in participating in 
the TV Program, specifically in relation to privacy and the appropriateness of the CBSA to 
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project i is approxi pus 
ent oversight by regional and — 
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BN that Eno à are sfr igienă outcomes s tħat c can be teii e attributed to athe nos 
Program. 


icipating in a third season, 
O ram 


45. According to the CBSA, while consideration was given to not parti 
ater internal c discussion It itv was eg o 1 aa soe t the b benefits an” V 


dem mon tute the cha allen nges stha t CBSA piece face and th cece 0 A essio! onal alism y e y which 
they carry out their mandate. | 


-the filming of his examination — at the comp aina 

outset of the examination to authorize filming byth the rce 
complainant provided his written consent to Force Four bys 
him. 


48. We confirmed that the episode involving the complainant: Force 
Four provided this Office with access to the broadcast footage, and also the raw video © 
footage in relation to the complainant during a visit to the offices of Force Four in 


Vancouver, British Columbia. 


“ce Fo ur s Representations - 


49. Our Office also received submissions from Force Four during our investigation, and visited 
the offices of Force Four in Vancouver, British Columbia, in order to view the raw video 
footage in relation to the complainant. 


50. Force Four also provided our Office with a copy of the waiver signed by the complainant 


following the CBSA's examination on January 29, 2013. 
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. în issuing our findings, we applied sections 3, 4 and 8 of the Act. 


2. Section 3 of the Act defines personal information as information about an identifiable 


individual that is recorded in any form including, without restricting the generality of the 
foregoing: information relating to race, national or ethnic origin, colour, religion, age, 
marital status, education, medical, criminal or employment history, financial transactions, 
identifying numbers, fingerprints, blood type, personal opinions, etc. 


Section 4 of the Act states that “no personal information shall be collected bya 
government institution unless it relates directly to an operating program or activity of the 
institution”. 


The Act states that personal information can only be disclosed with an individual's consent 
~ subsection 8(1) — or in accordance with one of the categories of permitted disclosures 
outlined în subsection 8(2) of the Act. 


Further to paragraph 3 of this Report, we issued a Preliminary Report to the CBSA in June 
2015 in order to set out our preliminary views and to seek additional representations in 
relation to this complaint. 


in addition to raising general concerns regarding the CBSA's contractual Agreement with 
Force Four, we also invited the CBSA to demonstrate how the collection of personal 
information in connection with the TV Program is directly related to the CBSA's programs 
or activities, and presented our preliminary views regarding the CBSA's disclosure of 
personal information collected as part of its enforcement activities to Force Four for the 
purposes of the Program. Our Preliminary Report also highlighted our concerns with the 
blurring technique used in the TV Program. 


The CBSA responded to our Preliminary Report in a letter received on September 18, 2015. 


The Agreement 


The CBSA has articulated the terms of its relatianship with Force Four in an Agreement that 
expressly specifies how the CBSA can facilitate access to customs controlled areas for the _ 
purpose of filming the CBSA's enforcement operations. The CBSA has jointly planned with 
Force Four, as memorialized by the Agreement, how the CBSA can assist the production 
company in obtaining material for commercial television programming. 


in representations to our Office, the CBSA stated that, while there is an Agreement 
between it and Force Four which authorizes Force Four access to customs controlled areas 
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for the purpose of filming the CBSA's operational activities, it submitted that this does not 
create a partnership or agency relationship between the parties. The CBSA posi 4 tnar 
none of its activities have been contracted out, and are in fact carried out by CBSA officers. 
While the CBSA’s participation is required, it is a Force Four initiative and is not produced 
on its behalf. 


60. The CBSA submitted that it is not avoiding or attempting to avoid its obligations un der the 
Act by virtue of the Agreement with Force Four. Rather, the CBSA stated that it is meeting 
its obligations under the Act by obtaining the consent of individuals for the disclosure of 

with its 


their personal information to Force Four before the production crew can carry on 
own commercial activities. This disclosure of personal information occurs by virtue of 
Force Four being present d during the examinations and filming them. 
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he for which the institution | itself n may Re be autho 
position could ultimately open the door to any federal institutie 
information for various purposes, even if removed from its core man late a 


63. Similarly, in our view, the CBSA's Agreement with Force Four to facilitate access to customs 
controlled areas for the explicit purpose of filming the CBSA's interactions with ind ividuals 
does not relieve the CBSA of its privacy obligations for the personal information it may 
collect to fulfill its mandate (i.e. customs and/or immigration enforcement). 


64. Our investigation examined whether the CBSA is collecting or disclosing personal 


information on as a resu of Il involvement în sat W reo {f e Agar : 


med 


belol ore o. are old 


65. According to the CBSA, its officers collect personal information in the context of their 
enforcement powers granted under legislative authority and in accordance with the Act. it 
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submitted that its interactions with the complainant wauld have occurred whether Force 
Four was present to film or not; therefore, filming by Force Four in these circumstances 
does not amaunt to a separate collection of personal! information by the CBSA. 


66. The CBSA Is of the view that the collection of personal information by Force Four at the 
time of filming is entirely distinct from the program activities of the CBSA, and is carried out 
pursuant to Force Four's own activities. The CBSA reiterated its position that Force Four is 
liable for the personal information collected in the pursuance of its commercial activities 
under private sector privacy legislation. 


67. With respect to its review of the rough cuts of the TV Program specifically, the CBSA argued 
that doing so falls within the reasonable realm of valid operating activities it may undertake 
to ensure that the broadcast is not inaccurate or misleading. It stated that the TV Program 
is a legitimate communication activity and an innovative platform for the public to be 
informed of border operations, particularly when public interaction is a fundamental part 
of its operations. It also stated that this innovative means of communication is akin to the 
CBSA's presence on social media and YouTube, and has also been adopted by other 
jurisdictions in the world, such as the United Kingdom and Australia, The CBSA noted that 
the results of a survey commissioned by Shaw Media in 2013 support the conclusion that 
most viewers perceive Border Security as “informative” and “educational”. 


OPC's Findings 


68. From the outset, our Office took the view that the CBSA was collecting personal 
information in the context of its enforcement activities in the circumstances of this 
complaint. When the CBSA lawfully collects personal information from individuals at 
secondary inspection at a border crossing, or collects the information it needs to locate and 
identify individuals that may allegedly be in Canada illegally, it does so under its legisiative 
authority (immigration and Refugee Protection Act {IRPA}, Customs Act). In this context, 
such a collection of personal information would relate to an operating program or activity 
of the CBSA for the purposes of section 4 of the Act. 


69. With respect to the complalnant, our investigation confirmed that, on 
the complainant was requested by the CBSA to proceed to secondary screening at a land 
border crossing wherein he underwent an examination by the CBSA. The information 
| collected by the CBSA during the examination constitutes personal information pursuant to 
section 3 of the Act, 


70. We are satisfied that the collection of the complainant's personal information by the CBSA 
in order to carry out its customs enforcement mandate was related directly to the CBSA's 
operating activities and therefore meets the requirements of section 4 of the Act. 
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Force Four to be physically present to film, and filming only occurs b bacs cause e the G CBSA | has 
organized and facilitated the means for such collection under- the Agreement, À bei it ta . 
land border crossing, an airport, or in the conduct of immigration enforcement activities 
Moreover, while film footage may be the property of Force Four, the CESA nevertheless 
maintains control over such footage by not o on having control of “ec and now footage | is 
collected, but serena its Rs to review, comment 4 
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74. Following our investigation, we are of the view that there is a real-time disclosure of 
personal information by the CBSA to Force Four for the purpose of fil Iming the TV Program. 
Under section 8 of the Act, unless the individual has otherwise ad cor 

personal information collected by the CBSA may only be disc 


which it was obtained, for a use consistent with that p pu Pose, or r foro one Lot the 


enumerated circumstances under subsection 8(2 ). 


ee on our r investigation e examin — ‘ther the CBSA obtained the 
valid consent of the panpan e his personal | information to Force F "our 
for the purposes of the TV 


in its initial representations to this Office, the CBSA stated that it recognizes that consent 
must be obtained from individuals filmed for the purposes of the Program in order to 
disclose their personal information, and in order to meet its of 


the Act and section 107 of the Customs Act. 


ligations under section 8 of 
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The CBSA submitted that its Guidelines clearly state that where an individual indicates, 
either explicitly or implicitly, that they do not wish to be filmed, filming is to cease 
immediately if it has begun, or will not be conducted if not yet begun. A separate area is 
set aside in the secondary screening area for Force Four to film those individuals who have 
provided consent to be filmed during their examination. All other areas in secondary are 
off limits to Force Four to allow for the processing of travellers who do not want to be 


. At any time prior to or during filming a traveller can request that filming stop. The CBSA 
stated that lts Guidelines further require that officers retain complete control over thelr 
examinations; therefore they can stop filming at any time if it is deemed that the traveller's 
frame of mind does not lend itself to understanding and freely consenting to the purpose 


of the filming. 


In addition, the Waiver is available in multiple languages and is administered by Force Four. 
As such, Force Four bears the risk of using the individual’s image based on the signed 


in response to the preliminary views of this Office, the CBSA stated that it has noted the 
concerns raised by this O Office and intends to go forward by strengthening and monitoring 
the consent process in order to ensure valid and meaningful consent is given, and to assure 
adherence with its processes. In addition, the CBSA submitted that it will also ensure that 
the process for withdrawal of consent is made even clearer in the future. 


OPCs Findings 


81, 


83. 


Fe te ver measures outlined 7: the ish in its s representations to to this O ee y we are of 


providin i ng gf it and i informed c cons ant to the Giscioéure of thei eir pe rso dial Infomation, : as 
would be required by the Act. 


For the purposes of section 8 of the Act, consent must be meaningful and requires 
individuals to understand what they are consenting to. Consent must also be provided 
freely, absent from constraint, and as such, the circumstances in which consent is sought to 
be obtained are relevant. As well, the purpose(s) for which the personal information would 
be disclosed would generally have to be identified at or before the time of the disclosure. 


To this end, our Office questioned whether such consent is given freely, and whether 
individuals who are the subject of an interaction with the CBSA are in the best frame of 
mind to provide valid consent. For instance, individuals from countries with different legal 


systems may feel that they have to comply with uniformed individuals and have no choice 
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but to sign documents presented to them. Moreover, individuals being detained or facing 
_the prospect of deportation may not be in the best frame of mind to provide informed and 
free consent, 


84. As well, certain provisions of the Waiver purport to allow filmed individuals to waive their 
rights under the Act. There was no evidence that individuals signing the Waiver are made 
fuliy aware of the significance of waiving their rights under the Act, or that they have been 
given an opportunity to seek independent legal advice prior to signing the Waiver. For 
these reasons, we found that signing the Waiver did not demonstrate that an individual 
captured on film truly understood what they are consenting to in the circumstances. 


Furthermore, the Guidelines allow the crew to 3 sie at filn 
distance in cases where an officer determin titisb 
the traveller before introducing the cameras. | Ino noi our view, à u 
consent for the disclosure of such footage . o... 


’ the examination from a 
ter to iara lish a apponi rt with 


We also raised concerns with the language an 
where fi filming may £ occur — we noted t hat indi 


not appropri iate ana in that indiv luals má 
circumstances under which this consent is sot 
individuals effectively cannot refuse to go); a 


information being disciosed in the context of an examination y yü ne CBS 


87. With respect to the complainant, we confirmed that he di 
Force E Fou ur when he: was first regia by € 


Geographic durig t the cala questioning of the gate : i i Howe 
the complainant alleges that, without his express consent, the fim c crew y then n continued to 
film his interactions with CBSA officials during his examination. 


Based on our 
audio rs at tthe start a the examination: wae h Al nadie to 
conclude with certainty whether the complainant did în fadt provide varbal consent ta. 
_ allow the filming of his examination by Force Four. We did, however, confirm that the 
-complainant signed the w him by Force Four. 


ritten Waiver presented to him 


89. Although the complainant may not have questioned or objected to the filming by Force 
Four toda Mee examination gee the CESA, ane _ the a. aid sign t the: written 
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90. In our view, there are many factors, including duress, that impact the validity of consent. 
| Valid consent under the Act requires that consent be given freely, on a voluntary basis, with 
an fc ure n of the ra for r dolap s so. ree are a + humbel r ot userul Bona 


i. the context in which consent is sought and provided; 
ii. the sensitivity of the information at issue: 
li, the reasonable expectations of the individual; and 


iv. whether the subsequent purpose(s) for which the personal information will be 
„used or disclosed has been properly explained to the individual.” 


91. In the context of this complaint, we note that a number of the above facts point to 
individuals not being able to provide valid consent t Tor the use or disclosure of their 
personal information in connection with the TV Program. Moreover, there is no evidence 

that individuals are explained how their personal information could be disclosed at the 

time the CBSA seeks verbal consent. As well, due to the coercive nature of being 
detained by the CBSA, individuals that are detained a may not have a clear frame of mind to 


provide truly voluntary consent. 


92. This is echoed by our colleagues at British Columbia's Office of the information and Privacy 
Commissioner (OIPC) following its investigation of a complaint against the Vancouver Police 
Department in relation to the Police Department's decision to blur the images of 


individuals portrayed in the television program, To Serve and Protect. 


93. In its decision, the BC OIPC stated that, “it would not be appropriate to seek the consent of 
persons under arrest before broadcasting their identities on television shows such as “To 
Serve and Protect”. in my opinion, persons under arrest or in contact with the police cannot 
give informed and voluntory consent to the disclosure of their identities when they are 
under great stress ond when they may be incapacitate or intoxicated. The presence of police 
and ride-along camera crews eliminates any possibility that informed and voluntary consent 


can be given by the persons shown in the videotapes”.* 


| Following our review, we are not satisfied that, in the circumstances of this complaint, the 
CBSA obtained the valid consent of the complainant for the disclosure of his personal 
information in connection with the filming of his examination, as required by section 8 of 
the Act. 


AAA LES AO A AN TT NS BRI TICE IPSS SI NN DD iii ii 


* OPC Guidance docume nt Qeterminiog the Appropriate Form of Consent under PIPEDA: 
td e rcefis-11/02 05 d 24 eap 
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sector Phys law. “This n means s that | Force: Four a piece to: air sy based solely on 
verbal consent even where written consent has not been obtained. 


Based on our analysis of the facial blurring method used in the N gram 

several concerns to the CBSA in our Preliminary Report regarding its overall « 
in particular, we found that the treatment level most « 
there is often an abundance of secondary information. 


97. Following our review of several video sequences f 
sequences depict more than just people — bac 
visible in the videos. For example, even where 
contextual details were plainly captured by Forc 
other than the subject, with blurred or untre 
luggage. Some of this contextual informati 
individuals could be identified by viewers 


$ 


> as, | including individuals 
ng, voices, vehicles, pets and 


men also a a number of crit eria wi 


i. there is a high likelihood that someone who knows the persor 
video would be able to recognize them even with the blurring; 


facial and hair features are often visible despite the blurring — 
_ presence of facial hair, glasses, headwear, etc.; 


iii... the level of face blurring is not consistent, with notat 
in at least two of the sequences viewed; 


iv. it is oe not clear i the voice r reco “ee are — at tall 4 and t wens rst thata a 
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99. Finally, we also raised concerns to the CBSA that the Agreement provides Force Four with 
the discretion to determine whether or not an episode will be aired in cases where an 
individual does not provide their written consent to participate in the TV Program, or 
where an individual withdraws consent. While the CBSA requires the individual's identity 
to be concealed in such cases, as noted above, we are of the view that the method of facial 
concealing used in the TV Program offers minimal privacy protection. 


100. Following our review, it is our position that despite the facial blurring used in the T\ 
„Program, there is still a serious possibility that an individual whose face has been blurred 
and has not provided written consent could be identified by a viewer of the TV Program. 


101. To this end, the CBSA has failed to demonstrate how the disclosure of the personal 
information of those individuals who have not consented to the disclosure of their image 
and voice for the purposes of the TV Program is done in a manner consistent with section 8 
ofthe Act, 


Conclusions 


ing outlines the OPC's final conclusions with respect to the CBSA's participation 


in the TV oe ram and its com np iance with the Act. The following also outlines our findings 


102. The followi 


103. Asa matter of principle, it is our view that federal government institutions cannot contract 
Force Four, the CBSA facilitates access to customs controlled areas for the purpose of 
permitting Force Four to film its enforcement operations. Given that the TV Program 
implicates the collection of personal information by the CBSA from individuals it detains in 
the context of its enforcement activities, it stands that the CBSA has a responsibility to 
ensure that it meets its obligations under the Act for any subsequent disclosure af this 
information. 


104. Following our review, we are satisfied that the collection of the complainant's personal 
information by the CBSA in order to carry out its enforcement mandate was related directly 
to the CBSA's operating activities and therefore meets the requirements of section 4 of the 
Act. While there are some indices to suggest that the CBSA may be involved in collection 
for the purpose of the TV program, it is our view that it is not required to answer this 
question given our conclusions on the application of section 8 of the Act in this case. 


105. Given that the CBSA permits Force Four to access customs controlled areas for the 
purposes of filming its operational activities, it is our view that there is a real-time 
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co omplinant s valid consent for the disclosure of his personal informat ce 
tion with the filming of his examination, as required by section 8 o y he Act. 


picas with Force eto, we find the me process ue ica odi certainly invalid 


in the circumstances of this complaint. 


107. Moreover, despite the b blurring technique used in the TV Program, we are of the view that 
there is a serious possi 


sibility that an individual whose f te has bara blorred and has not 
provided written consent could be identified by a viewer 
we find it difficult to accept that the CBSA o 


individuals for the purposes of section 8 of the Act. 


. Based on the above, we have determined that the complaint is well-founded. 


orma aip process that teins 
al information raise privacy ya; 
; 5 Eto eliminate or mitipate 


cton Canadia. ns, ziare în the con 
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Recommendations 

112. Overall, we are not satisfied that the CBSA has demonstrated that it meets the 
requirements of the Act in relation to its participation in the TV Program. tn particular, we 
are not satisfied that the CBSA meets the requirements of section 8 for the disclosure of 
personal information collected as part of its enforcement activities to Force Four for the 
purposes of the Program, given the context in which consent is sought, and the current 
processes under the Agreement with Force Four. 


113. Based on the above, we therefore recommend that the CBSA cease its participation in the 
TV Program. 


114, it: also recommend that in ithe future, the CBSA cee a PIA A betore oe on any 


privacy y risks: ande propose solutions! to eliminate o or r mitigate these ri isks | to an n acceptable 
level. 


While we recognize that the CBSA's participation in the TV Program may be an innovative 
platform for the public to be informed of border operations, it raises an overarching 
question of whether there is a public interest to be served by a government institution 
televising its operational activities, We do not decide on this question here; however, we 
take this opportunity to remind government institutions that privacy protection must be a 
core consideration în the initial development and administration of these types of 
initiatives in order to protect the personal information of those individuals that may 
participate, in line with the spirit, intent and requirements of the Act. 


116. We hope that the objective factors outlined in this Report provide some assistance to both 
the CBSA and other federal institutions in determining whether they are effectively 
obtaining valid consent under the Act. 


117. Canadians value their privacy and the protection of their personal information. They 
expect government institutions to respect the spirit and requirements of the Act — this is an 
essential element in maintaining public trust in government. | 0 


118. The Supreme Court of Canada has characterized the Act as "quasi-constitutional" because 
of the role epia shales in the oe Of a = and 188 il age es ns 
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